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Our lives and our homes are more connected than ever before. With more than ten
connected devices in the average American home', it’s time for a broad solution that
addresses our digital lifestyles.

Are you at risk?

From online shopping and banking to social media and mobile smart home applications, we spend more than
ten hours a day on connected devices?. Our increasing reliance on these devices and constant connectivity
comes with risks, including:

- Fraudulent debit card charges or compromised account numbers
« Hacked email or social media accounts
« Online cyber bullying or harassment

«  Wire fraud scams

What is Acuity’s Identity Fraud Expense and Cyber Protection coverage?

Recovery efforts from cyber threats can be time-consuming, costly, and exhausting. Acuity’s comprehensive
cyber protection includes:

- Additional coverage to help protect you and members of your household from financial loss caused by a
cyber or identity fraud related event.

«  Reimbursement for your legal expenses if someone claims you are responsible for the loss of their

personal information.
°
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- Payment for financial loss caused by online harassment or cyber bullying.

"Pew Research Center http://www.pewresearch.org/fact-tank; 2Nielsen Total Audience Report 2016 http://www.nielsen.com/us/en/insights/reports/2016/




Real-life cyber risks
E,/ Phishing and Electronic Theft

A woman received an email from her cell phone provider prompting her to update her account information
for security reasons. Believing that the email was legitimate, she clicked the link and provided her complete
bank account and billing address information. Later, she discovered several thousand dollars missing from her
account and realized she had been tricked into sharing her information with a hacker.

You are not responsible for electronic losses reported to your bank or credit union within 60 days from the time
you receive your statement. If your loss is not reimbursed by the bank, Acuity’s cyber protection reimburses you
for the theft of money from your bank account by electronic means.

Ej/ Wire Fraud

A caring uncle received an email from his niece saying she needed $5,000 to get out of jail in Mexico. It seemed
legitimate because she was on spring break in Mexico. He wired the money as requested.

The FBI Internet Crime Complaint Center data shows wire fraud to be the most costly form of internet fraud.
Banks are not required to bear the burden of the loss unless a court finds the bank negligent in their practices.
Acuity’s cyber protection reimburses you for the amount not covered by the bank.

E,/ Cyber Extortion

A homeowner installed several smart home devices in his home,

including security cameras that are managed through software on Lo encp e rcnABB
his computer. One day, while adjusting his security camera settings, Enter your payment details to
his computer screen froze. A message then appeared Your paTa $300 UsD / €250 EUR
. . . . DELETED IN: Card Number
demanding a ransom be paid to regain access to his computer. 29:12:01
;. 2 . | MAKE PAYMENT
Acuity’s cyber protection would cover the ransom payment and ACTNOW! I

costs associated with removing the ransomware.

Your personal cyber information portal

The Acuity Identity Fraud Expense and Cyber Protection information portal contains resources that will help you
and your family better understand your cyber risks and become “cyber smart.” Simply access this information by
visiting acuity.com. For more information or to add the Identity Fraud Expense and Cyber Protection
endorsement, contact your Acuity agent.

n www.facebook.com/acuityinsurancecompany u www.youtube.com/acuityinsurance a\ www.acuity.com/acuity-focus



